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Answer the following: (any five) [5x5=25]

al Exnlain the network security model with the help of diagram? tSl

;i ffiffitJ ,ir" Jrri".."." o"*."" symmetric and asymmetric encry?tion

' &;H;";;;;;td"-.;pt"" oi"""t' 
,1 --.,1^-:-^+:^? 

tsl

c) what are the ain"..nc"s d"i*"en authentication and authorization in the
"' ;;;;;;f ""t*ort 

securitv' tSl

d) What is a honeypoa, ""J 
ft"* is it used in network security to detect and

-' 
studyattacks?- 

- 
:.:-:^r.*", Eie) Explain Digital Signature Scheme?

f) Differentiate between Firewail and Antivirus? tsl

UNIT-I

e6.a) w.har is an authentication application protocol in network security *1JSi'
is its PurPose?

b) Write short notes on: 
-r^ 6:-- /\n 

[3x3=9]

i) Multi Factor Authentication & Single Sign On

ii)S/MIME
iii)IPSec 

OR

Explain Simple Network Management Protocol and its components' 16I

What is email security and what tlpe of a.tta:ks can occur using emails and

how to prevent trt"=" t['it" itt ui''org"'i'ation' t6'5]

UNIT-IV

Explain the Intrusion Detection System and its tlpes in detail? [12'51

Q9.a)

OR
Write notes on:
i) Classification of HoneYPots
iil IDMEF

[2x3=6]

b) How Virtual Frivate Networks are used to detect intrusions? 15.sl

**drr*r.***************

Q1

Q7.a)

b)

Q8.

Q2WhatisttredifferencebetweenAttack&Threat?Explainvarioustlpesof
securitytr.reats.ar.-lnai,la"urshouldbeawareo1?Alsoexplainusl-ol:
types of attacks in networks with example? [12'5]

OR

Q3a)Definetl:retermnetworkSecurity?WhataretheClAprinciplesofnetwork
securitY? 16I

b}ExplaintJreworkingofSSLandStatebenefitsofusingittotransmitthe
data over the Internet? [6'5]

UNIT-II

Q4 a) Explain the concept of a {irewali and how it helps in protecting a network

from unauthorized access? [6'5]

b) Describe the concept of a V.irtual Private Network (VPN) and its role in

securing network communications? t5l

OR

Q5 a) Describe the concept of intrusion prevention systems (IPS) and how*' 
tir"v aff", from intmsion detection systems (IDS) in network security'

16I

b) Explain the design principtes and types of firewalls? [5.51
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